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ABSTRACT 

This paper focuses on the role of technology in preventing crime.  Today technology has done 

wonders in our life, it has made our life easy and complicated at the same time. This all depends 

on the person’s articulation/intelligence and need to use technology. There is no doubt on the 

fact that technology has made our life easier today and raised our standards of living, it is used 

by everyone, everywhere. Today the role of technology can be appreciated and at the same 

time looked down upon as it has contributed equally to in preventing crime and also in 

committing crime. Technology that has had a direct impact on the field of law is Analytics. 

The first technology which made preventing crime easier was the introduction of digital 

camera, that gives the police a 24 hour surveillance . This marked the beginning on the usage 

of technology. 

The paper will be divided into topic and sub-topics covering different domain of technology 

and its use, it will also make a comparison between the technology used in the past, present 

and the future. And how the better use of technology is helping or not helping us. It will also 

show scientific technology and its use and its importance of rape cases. The paper will then 

highlight finally the comparison between the technology used in India and to that of other 

countries. 
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INTRODUCTION 

Technology is one of the things in this world that has never faded away. If one gets old, there 

will be another coming up. Advancement of technology has never stopped. The activities that 

a human being does with his skill and technique, the same is embedded in machines which 

saves time and increases efficiency. It is used in many ways and solving crimes is one of them. 

A person uses technology when he needs to commit a sophisticated crime. In order to solve 

these, the law enforcement officers also need technology. The use of technology by the 

authorities can vary from using the most common technology the walkie talkie, to the more 

sophisticated and recent invention, the sports car (in few countries). Use of cameras and drones 

are also increasing day by day. These help them communicate and co-ordinate. The role 

technology is not restricted to the technology but is used a lot in scientific advancements. The 

equipment available in there are the pillars when investigating anything materialistic. 

Technology is something that people will not ignore and it has become a necessity in this fast-

paced world. In recent years, there have been a lot of ATM Cyber heist and it is estimated that 

the total amount that have been stolen in these types of heists is close to $50 million. So that 

means that a mask and a gun isn’t always needed to loot, just a computer would do.  

If there was a crime committed and the person behind this crime is unknown but there are 

suspects. Now, the moment the police figure out suspects, they do a background check. Just 1 

search can give them all the information of the person if he/she has been convicted before. 

With a phone number, a person can be tracked. In the last decade, there have also been 

continuous promotion of cashless payment. This statement does not only restrict to India but 

also few other countries. Usage of card or paying through an online wallet makes it safer. The 

chip on every card stores a lot of data. Every time a stolen card is used it can be found out 

online and also with the time when it is used. This helps police to find out who it was as another 

fruit of technology advancement (the camera) will be available. Another technology that is in 

use across the globe is the Global Positioning Systems, i.e, the GPS. It is used by everybody, 

the GPS is turned on when a person wishes to go from 1 place to another. It helps them know 

their current position. Usage of GPS tracker is very common by law enforcement officers. 

Some applications of technology to prevention of crime have become a fact of life in this era 

(Grabosky, 1998). Development of various methods have made crime very difficult to commit 

by impeding access to target. 
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Criminal Justice and Technologies 

Technology is something that is part of every aspect of our life. In the job to attain criminal 

justice, a lot of technologies are used like GPS, Robots, advanced cameras etc. There is also 

involvement of high-performance computers. It makes it easier for law abiding officers to 

analyse a situation in a particular case. 

The mobile data terminal technology largely used in the police cars have proved to be of 

massive use. It is used in countries like U.S., Germany etc. This helps them to be connected 

with the centre. It also provides them with mapping, safety information etc. There is also use 

of inventory management software, which basically keeps track of the secured areas. New 

computer software has developed and that includes a lot of things, but the main aim of these 

developments is to make things easier and more efficient for a person. There is a technology 

combat, as much as law abiding officers make use of these technologies even the criminals use 

as much. The officers need to make sure that they are a step ahead of the criminals. Even after 

all these developments, a lot of people are accused unjustly and that’s exactly when a defence 

criminal lawyer plays a role. 

New technologies that have come up are the GIS, GPS and the GDS. The GIS and the GPS 

help the police officers to track the location, GPS helps in tracking the criminal’s location and 

the GIS helps them to track the location of the other Police officers or their vehicles. This is a 

technology that has been prevalent for a really long time. Another technology is the GDS 

(Gunshot Detection Systems). This is a technology that is available in the high-crime areas, 

this helps them to figure out the origin of the gunshot.  

The terrorists and even petty criminal for that matter is going to use technology in order to 

commit crime. The government must make sure that the technology available to them is 

updated and the use of the technology must be done wisely. The officers must know how to 

use technology and also need to be aware how the criminals are using it. 

There are a few innovative gadgets that have come up in recent years and are put to full use. 

These gadgets increase efficiency and also make the work easy for the police officers. One of 

the gadgets like that is the robotic camera. How do they help and how does it make their job 

easier? The answer to this is the fact that it can perform few tasks very easily which a normal 

being will find extremely tough. These Robotic cameras can be sent to places where a person 

cannot go and also it can be used to detect bombs. Another device that has made the life of 

police officers very easy is the Tablet. Ever since IPad was launched by Apple, it has made it 
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easier for officers to work. They can sit at a place and make commands, control and also do 

surveillance. They can store data in the IPad that is required and need not carry the hard copy 

of the same. This has basically reduced the desk work that a police officer used to have before 

these advancements.  

All these technologies are innovations of the recent, but there was also a time where the police 

officers literally didn’t even have a camera for surveillance. The officers always needed 

technology in order to enhance their efficiency. In the early 1900s, fingerprinting had begun1, 

this was the first time the officers had something apart from themselves for assistance in crime. 

After a couple of decades, few laboratories were set up which again helped the officers to solve 

the crime. The advancement of technology in this sector has been very slow and it has been 

very uneven as well. These new technologies have actually chanced the face of law 

enforcement. And it has also reduced the rate of crime tremendously as most of the places are 

under surveillance so when a crime is committed then the police can catch the offender easily 

when compared to past. It can be easily determined that technology plays an important role in 

modern policing. The police officers in India, started with sticks. That was the only weapon 

they had and 1 more thing was the handcuffs. The story nowadays is different. There are a lot 

of organisations that have been set up which basically advises the police department in science. 

Data about our lives, collected secretly by our devices, is the latest battleground in the struggle 

between law enforcement and civil libertarians. Criminal cases are being made with 

information about us that most of us don’t even know we are sharing. Many a times this 

information is misunderstood and can even lead to unjust convictions. 

We can compare the old technology and the new technology that is available in order to perform 

a particular act. One of them is the replacement of whistles with sophisticated radio services. 

The officers were provided with uniforms that had no protection whereas nowadays, they are 

provided with bulletproof jackets. One of the mode of communication that the officers had was 

the telegraph and now they can have a video conference as they wish. The fingerprint checking 

used to be manual before but nowadays there is forensic checking which can do the work for 

the officers. There is always going to be advancement in this field, but the police officers must 

 
1 Francine Uenuma, The First Criminal Trial that used fingerprints as evidence, 25/09/2019, 16:08, 

https://www.smithsonianmag.com/history/first-case-where-fingerprints-were-used-evidence-180970883/ 
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make sure that they keep up the pace. They must be trained well on how to make use of these 

technologies effectively.  

The Indian Evidence Act, 1872 has been amended by virtue of Section 92 of Information 

Technology Act, 2000. Section 3 of the Act was amended and the phrase “All documents 

produced for the inspection of the Court” were substituted by “All documents including 

electronic records produced for the inspection of the Court”. Regarding the documentary 

evidence, in Section 59, for the words “Content of documents” the words “Content of 

documents or electronic records” have been substituted and Section 65A & 65B were inserted 

to incorporate the admissibility of electronic evidence.2  

Section 65A of Indian Evidence Act, 1872: 

It states that the electronic records that are provided to the courts shall be proved in accordance 

to the provisions of Section 65B of Indian Evidence Act, 1872. 

Section 65B of Indian Evidence Act, 1872: 

It deals with the admissibility of the records, it states that all the records that are in any 

electronic form either printed on a paper, stored or recorded or copied in any magnetic or 

optical media through a computer will be considered as a document and will be admissible in 

the court of law.  

The second part of the Section deals with the conditions that has to be fulfilled in Section 65A 

(1), the computer from which the information is obtained was produced during the period when 

the computer was used to process information. The information so obtained must be fed in the 

computer in the normal course of time, and if not, then the court will have to make sue that the 

obtained information is not affected by the non-operation of the computer. And if a 

combination of two or more computer is used to obtain the information. The court has to make 

sure that the information was obtained in the normal course. 

 

 

 

 
2 Neeraj Arora, Admissibility of Electronic Evidence, Challenges for Legal Fraternity, 25/09/2019, 16:13, 

http://www.neerajaarora.com/admissibility-of-electronic-evidence-challenges-for-legal-fraternity/ 
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Use of Technology In India and Other Countries 

India is a country which is expected to become a super power in the near future. The technology 

is spread like a virus but every country cannot really afford it. India has managed to make use 

of these technologies as much as they could, but is it up there with the first-world countries is 

a big question. India is considered to be a developing country, the growth in recent years have 

been tremendous and India has been in favour of technology. Has the technology helped the 

country in solving the issue of crime? The answer to it is no. In the last decade, the rate of 

increase of crime has been more than the growth of population of India. Though the way of 

policing has changed in recent with the development of technology, starting from a stick 

patrolling in the night to satellite surveillance, laser beams, night-vision goggles etc. It involves 

high-end technology, also the Indian police use a system called as the FACTS, they are 

automated finger print identification system. We can arguably say that the Indian police is now 

modernised with them knowing how to make use of all these things. There are various 

sophisticated devices as well which is put in use. But the biggest question has been if all these 

technologies are accessible in the rural areas of our country? For a person based in a remote 

village, he he/she has to travel just to file a complaint. There is no central call centre system in 

India. In India, for 100 policemen, 7 cars are provided, so in a lot of cases an officer is forced 

to use the public transport that is available which is again time-consuming. A lot of policemen 

are given rifles that is close to a century old. and there is also a lack of training provided to 

them on how to use these rifles. There is also inadequate bulletproof vests that is provided to 

them.  

President of India had stated that India needs to promote investments in technical intelligence, 

communication systems and forensic capabilities so that the police officers are capable of 

combatting criminals with the increase of use of technology in sophisticated crimes. The 

government has granted modernization to state police services yet in rural areas, the police 

officers lack technologically as they do not proper internet connection, proper computers to 

work on and also there is no proper training for use of such.  

The National Crime Records Bureau (NCRB) aims to assist the Indian Police department with 

Information Technology and Criminal Intelligence so that it enables them to do their public 

service delivery effectively. They also aim to build National Resource Centre for IT for the 

police department. There is a need for our policy makers to remove the strict preventive 

methods with technology and have a budget allocation for crime study in India. Proper usage 
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of technology has to be done by installing CCTV camera in areas where there is high crime 

rate and this can be identified by the geographical unit. Quite a few criminologists have also 

suggested that if the crime rates are reduced in these areas, subsequently, the crime also reduces 

in places nearby.  

The Code of Criminal Procedure, 1973 (CrPC) requires all the crimes to be recorded at a police 

station3, yet out of 10000 police stations, 350 police stations did not even have a working 

telephone. They do not adequate pen that can be used and these are the basic needs in a police 

station. Stations based in these areas are not maintained and also the police officers working 

there do not even have access to proper police vehicles. Investments need to be made which 

would help the police department and also these investments should be made on cost effective 

technology as crime detection is very expensive. Information Technology is also used in the 

courts. Tele-justice is one such, simply put, it involves the use of IT services in the field of 

judicial administration. It includes a simple telephone call, using satellite technology to 

communicate between people in two countries, using video-conferencing equipment or intranet 

technology. It involves 2 different kinds of technology, store and forward and two-way 

interactive television.  

Crime data is very important and it is like an asset, it can reveal patterns that help in preventing 

past crimes. The technology for crime mapping has been continuously increasing in our country 

and also geo-coding. Technology has helped crime mapping reports much easier to produce. 

These 2 are done by many departments in our country. With investments on proper computers 

would help the department as every police station in the country will be able to store data in a 

place. “Under the National e-Governance Plan, the computerization of courts have been made 

a Mission Mode Project (MMP) and it has been proposed to implement information and 

communication technology in three phases over a period of five years. The scope of this project 

is to develop, deliver, install and implement automated decision making and decision support 

systems in the courts.”4 

Another place where technology is mostly used is the forensic. They are very helpful in the 

cases of rape and that is a huge issue. PM Modi had that "he calls upon forensic experts to help 

the judiciary by using DNA profiling as much as possible so that culprits of brutal rape cases 

are punished immediately and the victims get justice, "The evidences that are collected at the 

 
3 Section 154 of The Code of Criminal Procedure, 1973 
4Anonymous, Use of Technology in Judicial Process and Alternative Dispute Resolution, 25/09/2019, 16: 19, 

https://www.lawctopus.com/academike/use-technology-judicial-process-alternative-dispute-resolution/ 
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spot of crime can be analysed at the lab. Not all offenders make use of condom, those who 

don’t, they can be caught through the DNA evidence they leave and those who do make use of 

condom, they can be identified with the fingerprints available on the condom they use.  

 In US, the law enforcement is trying hard to cope up with the innovations and is trying to 

create ideas and is adapting to the changing environment. The technologies that are going to 

shape the future of law enforcement are going to support the new concepts to make sure the 

society stay safe. Law enforcement is to keep the society safe. As the society changes with the 

new technologies, even the enforcement changes. With sophisticated crimes are committed 

with the new technology then even the law enforcing officers should be aware and be prepared 

for it.  

The forensic sciences have made dramatic scientific breakthroughs (DNA typing, physical 

evidence databases, and new scientific instrumentation). The problem of drug abuse is huge in 

the USA. This problem has led to a increase of forensic laboratories by 4 times. There has been 

great advancement and the forensic labs can also find out usage of substances and also they 

have the potential to find information from the physical evidences obtained in the crime scene. 

Another technology that is quite prevalent in US is the use of drone. These drones are also 

called unmanned aircraft systems (UAS). Drone helps the government in surveillance, there 

are few drones which travel quite a distance. They are used to find the suspects and keep a 

disaster affected place under surveillance. Another technology that is used by the American 

police officers are the GPS vehicle pursuit dart. This shoots a GPS equipped dart that sticks to 

a vehicle and helps the police to track accordingly. The Gunshot detection systems (GDS) is a 

technology that is in use which helps the police officer to find out from where the bullet had 

been originated from, this helps the police officers to make sure that the society stays safe 24/7. 

There is also technology which helps the police officers to get a thermal view of their 

surroundings which offers them a reliable heat picture. This is going to help them find their 

suspects who hide in the dark. These things were not possible in the past even if we go 30 years 

back.  

In Dubai, police officers have got sports car for commuting5. This basically would help them 

catch the suspects and also go ahead of the fleeing vehicle. Another aspect we must consider 

when we talk about the usage of sports car in Dubai is the fact that UAE on the whole is not as 

 
5 Katy Scott, CNN, It's official: Dubai has world's fastest police car -- and it can go 253 mph, 25/09/2019, 16:36, 

https://edition.cnn.com/style/article/dubai-police-supercars/index.html  
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crowded as a country like India. The roads aren’t as broad either in India. Even the application 

of different types of technology depends on the legality of that particular device. Considering 

drones for the matter, drones are used by the law enforcing officers in the USA but then in 

India drones cannot be used. The laws relating to drones in India is complex and only drones 

which weigh under 250gms can be flown without a clearance requirement. The use of 

technology in Singapore courts goes beyond the use of computers. Occasions for transporting 

of accused and witnesses in criminal cases within the country and from outside are greatly 

reduced by the use of video cameras in jails and court premises. 

In Nigeria, the technologies that are used by the police for their routine work includes 

technologies like, security technologies (Closed circuit television (CCTV), GIPS, patrol car 

cameras), Geographic Information System (GIS) etc. Deoxyribonucliec Acid (DNA) Testing, 

this identifies individual genetic code. This forensic advancement helps in finding the 

offenders. Another technology is the crime analysis, where the cases are stored and all its data 

in a device, it will store the analysis of the past cases. It will contain the timelines and also a 

reliable source as it is stored at the moment of the scene.  

“The evidence of CCTV is very convincing and its availability can serve to increase the 

likelihood of guilty plea”6 

Geographic Information System (GIS), is another technology that is in use by the police 

officers in Nigeria, these are visual representations of storage data. “It has been noted that GIS 

technology is to geographical analysis as microscope, telescope and computers are to sciences” 

(Cowen, 2001). These are the few technologies that are used by law enforcing officers in the 

world. These are commonly used all over and it has become part of the routine for the officers.  

Studies, which have consisted largely of case studies and which examined a number of 

attitudinal and objective outcome measures, have also yielded mixed findings with respect to 

the effects of IT on officer productivity, case clearances, proactive policing, community 

policing, problem solving, and other outcomes, though officers have generally shown positive 

attitudes towards IT improvement.7 

 
6Taiwo Akeem Ayinde, Dr. Edwin Agwu,  Technological innovation and crime prevention: Implications for 

Effective performance of Nigerian Police, 26/09/2019, 16:25, 

https://www.researchgate.net/publication/319136348_Technological_Innovation_and_Crime_Prevention_Impli

cations_for_Effective_Performance_of_Nigerian_Police 
7 (Agrawal, Rao, and Sanders, 2003; Brown, 2001; Brown and Brudney, 2004; Chan et al., 2001; Colvin, 2001; 

Danziger and Kraemer, 1985; Ioimo and Aronson, 2003, 2004; Nunn, 1994; Nunn and Quinet, 2002; Palys, 

Boyanowsky, and Dutton, 1984; Rocheleau, 1993; Zaworski, 2004) 
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Adopting New Technologies: Challenges Faced by Officials 

Advancement of technology has never been at a halt. This has played a major role in modern 

policing. But as easy as it has made for the officials, learning and mastering these technologies 

isn’t as easy as it seems. The police officers do want to embrace but then sufficient training is 

not provided to them which would help. A lot of officers also feel that the technology is pushed 

to them because of which they are not able to manage the learning process for each of them. 

The moment they get used to a technology a new technology comes up. There is stress created 

among the officers, agencies must realise and should make sure that somehow proper training 

is provided to the officers and the stress is reduced.  

These technologies are dangerous as well, as for the officers. Lets take this for instance, a group 

of police officers are chasing a suspect in the police vehicle and are maintaining really high 

speed, the mobile phone and the communication device provided in the vehicle rings as the 

calls get diverted from the centre, there is a high chance that this might distract the driver which 

might lead to a fatal accident. Even the phone for that matter, it might just vibrate and ring at 

the wrong time.  

Steps need to be taken to make sure that the police officers are in good health and does not 

really have to take so much stress and break their head in trying to understand the usage of a 

particular device.  At a time where stress management in policing is critical to promote 

resiliency and good health in officers, steps can be taken to reduce the stress that is associated 

with technology. The officers should be permitted to use the technology they are comfortable 

with, often the officers who have been newly recruited find it easier to use these types of 

technology but it is not the same with the ones who have been working since years. It will be 

very tough for them adapt to these quick advancements. Provide proper time for training 

officers on new technologies. When officers have thorough training, they will feel confident 

using new devices, also any advancement that would take place in the future could be easily 

adapted as that would be just a refined version of the previous.  
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Suggestions and Recommendations 

1. Electronic video-linkage was introduced in India after the amendment of Section 167 

(2) (b)8 of the Code of Criminal Procedure Code 1973. Video Conferencing is used as 

an alternative in situations where the accused cannot be presented to the magistrate 

within 24 hours.  

The objective of this Section is to protect the rights of the accused person. As it is his 

right to be presented before the magistrate within 24 hours and if not produced it 

infringes his right. As the accused is not guilty until proved guilty by the prosecution 

beyond reasonable doubt.  

Video Conferencing can be used in various other ways, for the efficient working of the 

authorities. E-courts are there in India but are not very efficient due to lack of 

knowledge.  

Video conferencing can be used in cases of remand, which would cut down a lot of 

expenses in bringing the accused to the magistrate. Not only that but it would be much 

safer as the person will not be exposed to any outside threats. 

2. Aadhar card is an identity which is very common in India. Sharing of Aadhar card 

information with the police would help them in cracking a lot of cases and help in 

identifying the unidentified. But the contention put forward was that it would infringe 

the fundamental rights of the people. But at times, in cases of heinous crimes and 

serious offences the use of Aadhar should be permissible.  Fingerprints are considered 

to be scientific evidence and if the police gets the access to the biometrics then it would 

be very helpful as most of the offenders do not leave any records with the police but 

they leave fingerprints.9 

The UIDAI gives you an option to find out the history of where the Aadhar card was used 

in the cases of misuse of Aadhar card, a person can find out where the card was used and 

can track accordingly. Similarly, if such access was given to the police they would be able 

to track the person by obtaining his/her UIDAI  Id. 

 
8 “No magistrate shall authorise detention of the accused in custody of the police under this section unless the 

accused is produced before him in person for the first time and subsequently every time the accused remains in 

the custody of the police. 
9 Anonymous, Govt will try to share Aadhar data with police for crime solving, Press Trust of India, Hyderabad, 

26/09/19, 19:09 pm,  https://www.hindustantimes.com/india-news/govt-will-try-to-share-aadhar-data-with-

police-for-crime-solving/story-UKRUhgc1ioIrWCXW9smI0L.html 
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It is estimated that close to 40000 unidentified dead bodies are found every year and if 

access to Aadhar information would help them to determine their identity and can hand 

over the dead body to their relatives.  

 

 

CONCLUSION 

The author concludes that the technology is a boon as well as a bane for the police officers and 

the authorities for the purpose of preventing crime. Like mentioned, communication 

technology available in the vehicle of police officers has been one of the main reason for 

distraction. Police forces across the world are seeking ways to be more efficient in this era of 

austerity where they are faced with an ongoing demand to do more with less. Technology is a 

vital tool in helping police forces to prevent and fight crime more efficiently and effectively 

and help in preventing crime. The technology and it use differs from country to country 

depending on their technological availability. Countries like, USA, UK etc. make the best of 

technology but countries like India, Sri Lanka and Pakistan lag behind when it comes to use of 

technology. The paper shows the comparison between India and other nations and the author 

highlights why India is not as efficient in using technology as other countries, the reason behind 

this is the lack of knowledge and the reach of a particular technology in a densely populated 

country like India. Also in India, a lot of people are reluctant to use technology. 
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